Md. Alamgir Hossain

Cybersecurity and SOC Leader
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CISA | CISM | Security Operations | Incident Response | Cyber Risk
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CISA- and CISM-certified cybersecurity leader with 15+ years across security operations, network security and
consulting. Leads a 9-member, 24x7 SOC for a government customs programme with visibility across 800+
endpoints and log sources. Combines hands-on SIEM/XDR, incident response and VAPT expertise with team
leadership, cyber risk reporting and control assurance. Regional project and training experience in Singapore and
Malaysia; trained and mentored 2,000+ security professionals.

Dhaka, Bangladesh | Open to relocation to Singapore
+880 1977 667197 | alamgiresinbr@gmail.com
linkedin.com/in/md-alamgir-hossain-8a618a86

Professional Summary

Core Expertise

SOC management | SIEM/XDR | Incident response | Threat hunting | Threat intelligence | Vulnerability
assessment and penetration testing | Digital forensics | ISO 27001 | Cyber risk and GRC | Executive reporting |
Stakeholder management | Team development

Professional Experience

SOC Manager - Government Project | Express Systems Limited
Aug 2025 - Present | Dhaka, Bangladesh

® Lead 24x7 SOC operations for the National Board of Revenue / Bangladesh Customs programme, covering
monitoring, incident triage, response and SOC maturity improvement.

* Manage a 9-member SOC and coordinate incident handling and remediation with approximately 25 network
personnel and 10+ management and stakeholder representatives.

¢ Onboarded 800+ endpoints and log sources into Stellar Cyber XDR/SIEM, spanning firewalls, routers, servers,
applications and endpoint telemetry; tune correlation rules.

e Reduced the programme risk score from 75% to 25% through SIEM, WAF deployment and a continuous VAPT
and remediation cycle.

e Support IT audit and control mapping to ISO 27001 and COBIT; report KPIs, risk trends, operational health and
remediation status to management.

Cyber Security Specialist | Spider Digital
Feb 2024 - Aug 2025 | Dhaka, Bangladesh

¢ Delivered enterprise red teaming, vulnerability assessment and penetration testing; translated findings into
remediation plans for technical and management stakeholders.

Associate Manager | Enterprise InfoSec Consultants

Oct 2022 - Mar 2023 | Dhaka, Bangladesh

e Supported information-security consulting, network security, capacity planning and technical security
assessments.

Assistant Manager VPN and Security | Link3 Technologies Limited

Nov 2010 - Sep 2022 | Dhaka, Bangladesh

Earlier roles: Senior Support Engineer and Support Engineer

¢ Progressed from support engineering to management, leading enterprise VPN, firewall, routing and MPLS
services and technical teams supporting enterprise customers.
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Concurrent Leadership and Regional Engagements

Cyber Security Consultant | Pericom Imaging Group
Apr 2024 - Present | Singapore and Malaysia | Part-time contract

e Supported three cybersecurity projects with BRACNet and law-enforcement/public-sector stakeholders through
advisory, assessment and implementation coordination.

¢ Delivered three cybersecurity training engagements in Singapore for Bangladeshi law-enforcement and public-
sector participants, including a formal trainer appointment.

Mile2 Authorized Trainer and Country Lead | Blue Team Bangladesh Ltd.

Jan 2019 - Present | Bangladesh | Part-time

¢ Deliver certification training in ethical hacking, penetration testing, SOC operations, threat intelligence, incident
response, digital forensics and governance.

Founder | CyberHELP Ltd.

May 2025 - Present | Bangladesh | Part-time

¢ |ead cybersecurity service and product strategy, including virtual CISO advisory and Al-assisted security
products.

¢ Direct product development for CyberHELP CISO-as-a-Service, with self-assessment, risk scoring and
consultation workflows, and SafeHuman Al for link, message, email and QR risk screening.

Earlier Career

2006 - 2010 | Network Engineer, GETCO Telecommunications; Faculty in MCSE and Linux Administration, ACME
IT; part-time IT Instructor, 3 Sons Computer Education.

Selected Certifications

Governance and audit: Certified Information Systems Auditor (CISA), ISACA, 2026; Certified Information Security
Manager (CISM), ISACA, 2026; C)ISSO; C)ISMS-LA/LI - 1ISO 27001 Lead Auditor and Lead Implementer.

Security specialisms: CM)IPS - Master Intrusion Prevention Specialist; CM)CTA - Master Cyber Threat Analyst;
CM)CFI - Master Cyber Forensic Investigator; C)PTC - Penetration Testing Consultant; C)SWAE - Secure Web
Application Engineer.

Management and training: ITIL Foundation; COBIT 5 Foundation; PRINCE2 Foundation; Mile2 Authorized Trainer;
SOCRadar Certified Al Master in Cybersecurity.

Previously held: CEH; C)PTE; C)PEH; C)VA; C)CSA; Fortinet NSE4; CCNA; RHCE; RHCSA; Microsoft MCP.

Technology

Security operations: Stellar Cyber XDR/SIEM, Splunk, Wazuh, Sophos Endpoint, threat intelligence platforms,
vulnerability assessment and forensics tools.

Network and infrastructure: Cisco, Palo Alto, Fortinet, MikroTik, VPN/MPLS, Active Directory, Linux, Windows
Server, Hyper-V and Azure.
Education

B.Sc. in Computer Science and Engineering
University of Information Technology and Sciences (UITS), Dhaka
2006 - 2010 | CGPA 3.51

Languages

English - professional working proficiency | Bangla - native
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